Electronic Banking

3152 (it gyl (@ ,01) 3 el Ay 2SI A jumll s Malal) Loas 2t ¥l s
Higher Authentication One Time Password (OTP) Application Form for Individuals
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Branch: ...

| request to enroll in the Higher Authentication One
Time Password (OTP) service.

Customer Name:
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Please include the country code to ensure receiving your OTP through SMS

In case of phone number update or device loss, please contact immediately 19666.

E-Mail Address:
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Undertaking:

e hereby declare my acceptance and commitment to all
terms and conditions stated in this application, which the
bank can solely amend in the future.

e | undertake to maintain the confidentiality of the User-ID,
passphrase and the One Time Password, and not disclose
any of them to other parties. | understand that any damage
or loss resulting from such disclosure is completely my
responsibility with no responsibility on the bank.

e | am responsible for any transaction and request
performed on Electronic Banking and under no case | will
object to a transaction or request performed via Electronic
Banking channels.

e | hereby acknowledge my full awareness of all risks that
may occur as a result from using the OTP, and declare that
| am responsible of all risks, present and future related to
using the OTP.

e | also approve the update of my contact information with
the above email and mobile humber.

Authorized Signature:
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For Bank Use Only:
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Please ensure that the customer fills and signs the Customer Data Update form if needed.

Received by: Input by:

Authorized By:




EIB

Definitions:

e Bank: Commercial International Bank — CIB Egypt.
e E-Banking: Encloses all banking transactions and services

performed via electronic channels including Internet Banking,
Mobile Banking or any future Electronic Banking services.

e User ID: is the name code used to uniquely identify the user when

logged into the E-Banking session.

e Passphrase: A Password which is a secret word or code, which

the user must input during login to demonstrate that he/she is - in
fact - the person he/she claims to be.

® One Time Password (OTP): A unique and time-sensitive password

used as an added security layer on E-Banking to be used with
every log-in for the purpose of opening access to certain set of
transactions, which are not available with the normal username
and passphrase log-in. The OTP can be sent through several
mediums: SMS, Hard or Soft Tokens, which the client will pay
the cost for.

e Information: Data about personal accounts, transactions, or

E-Banking personal profile.

Terms and Conditions:

1.

By signing this application, the customer subscribes for
the higher authentication service. The service ensures that
critical E-Banking transactions are conducted in a safe online
environment, by providing an added layer of security that re-
confirms the identity using the OTP.
The Higher Authentication OTP does not replace the E-Banking
passphrase.
In addition to the basic E-Banking services, the Higher
Authentication service opens the following additional
transactions:

e Transfer to another CIB customer

e External transfer outside CIB (inside or outside Egypt)

e Amending some contact information
The bank, at any time without prior notice to the customer,
may change the types of transactions, facilities and services,
vary certain transaction limits, change operating hours, add
or delete any function, as well as enabling or disabling any
transaction.
While the bank takes all necessary precautions to ensure the
confidentiality of customers’ information, the bank however
gives no warranties against computer viruses or intrusions. The
customer must take all necessary measures to protect private
information. In addition, CIB does not guarantee any damages
that may occur to the client while using OTP.
Under no circumstances may the customer reveal the
passphrase or the OTP to any party including bank staff. Any
damage or loss resulting from such disclosure is completely
the responsibility of the customer, and the bank has no
responsibility of any transaction resulting from such disclosure.
The customer bears full responsibility of transactions and
requests performed on E-Banking, and under no case can
the customer object to a transaction or request performed via
E-Banking channels.
To unsubscribe from the Higher Authentication service, the
customer shall contact the call center on 19666.
The usage of the service is subject to the terms and conditions
signed in the account opening form.

10. Usage of E-Banking service is governed by the Egyptian law.

CUSTOMEr NaMIE: .. e

Authorized Signature: ........cccccoiiii e
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